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What is SPDX?

= Standard:

= A standard format for communicating the components,

licenses and copyrights associated with a software
package

= Guiding principles:
= Human and machine readable
= Focus on capturing facts; avoid interpretations
= Vision:
= To help reduce redundant work in determining software
license information and facilitate compliance



Who is using SPDX?

SPDX has over 20 active participants

Active participation by organizations in the middle
of the software supply chain (e.g. Tl, HP, Wind
River, Samsung)

Tools providers are incorporating SPDX for import
and export of software “Bill of Materials”

Consultants using the format as a standard output

Open source projects using the SPDX license
identifiers (e.g. Das U-Boot, Ruby projects, GitHub)



Why SPDX

| don’t mind vetting our
code, but I’'m sure this
imported package has been
analyzed a dozen times
before.

Our suppliers aren’t giving u

complete licensing
information for open source
packages.

Every customer wants
a hill of materials in a
different form.

software out

software in




xample SPDX document
Formats

= Tag/Value

— <rdf:Description rdf:nodelD="A0">
<rdfs:comment/>

PackageMame: time-l.7.tar.gsz

PackageFileName: time-1.7.tar.gz

PackageDownloadlLocation: NOASSERTION

PackageVerificationCode: ddScf0blibfefd4284cE6c22471b277deTbeacddTc
PackageChecksum: SHAl: ddelcZBcT7426960736933f3e763320680356ccka
PackageLicenseConcluded: GPL-2.0+

— <copyrightText> PackageLicenseDeclared: GPL-2Z.0+
* <I=Copyright</I> (C) 1999 by Randolph Chung & PackageLicenseInfoFromFiles: GPL-2.0
</copyrightText> PackageLicenseInfoFromFiles: GPL-2.0+
<dicenseComments/> PackageLicenseInfoFromFiles: MIT
<licenseInfoInFile rdf:resource="hitp://spdx.org/lice Packagel J}cens eInfoFromF _'I_ les: I.J:. censeRef-1
<licenseConcluded rdf:resource="http://spdx.org/rdf PackageL ilcens eInfoFromF = les: LJ.‘ censeRef-2
" PackageLicenseInfoFromFiles: LicenseRef-3
<fileType rdf:resource="htip://spdx.org/rdf/terms#filc PackageCopyrightText: NOASSERTION
<checksum rdf:nodelD="A1"/>
<fileName>networking/hostname.c</fileName> R,
<rdf:type rdf:resource="http://spdx.org/rdf/terms#Fil
. R D F </rdf:Description>
— <rdf:Description rdf:nodeID="A2">
<checksumValue>dc90a437e03131ab04e7059d8dasSf88b28cde77d</checksumValue>
<algorithm rdf:resource="http://spdx org/rdf/terms#checksumAlgorithm shal"/>
<rdf:type rdf:resource="http://spdx.org/rdf/terms#Checksum"/>
</rdf:Description>
— <rdf:Description rdf:nodelD="A3">
<rdfs:comment/>
<copyrightText rdf:resource="http://spdx.org/rdfiterms#none"/>
<licenseComments/>
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-Lm The Big (and complex) Picture




Starting Simple:
SPDX License List Identifiers

projects / u-boot.git / blob

summary | shortlog | log | commit | commitdiff | tree
history | raw | HEAD

Merge branch 'master' of git:/git.denx.de/u-boot-mpcB5xx

[u-boot.git] / post / post.c
1 /=
2 * (C) Copyright 2002
3 * Wolfgang Denk, DENX Software Engineering, wdldenx.de.
5 * SPDX-License-Identifier: GPL=2.0+

B =S




Advantages to License ID’s

Reduces effort to determine the actual license used
In a source file

List of (common) open source* licenses
= Qver 300 licenses and over 20 common exceptions
spdx.org/licenses contains the text, reference

URL'’s, templates for matching, whether OSI
approved and headers

Backed by an active organization which maintains
the license list

Matching guidelines to help determine if the license
text matches the text



More Info on the License List

Human and machine readable at

RDFa machine readable access
JSON file at

For tools support, see the tech report “Accessing
SPDX Licenses’

License ID’s in Source:
http://wiki.spdx.org/view/Technical Team/SPDX_ M

eta_Tags
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http://spdx.org/licenses
http://spdx.org/licenses/licenses.json
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http://spdx.org/publications/tool-documentation/accessing-spdx-licenses

A bit more work:
Using License Expressions

= Expresses a combination of licenses (e.g. “Dual
Licensing”)

= AND — Conjunctive licenses

= OR - Disjunctive licenses

= With — Exceptions

= + - Or later versions
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Examples

= Example: GPL-2.0+ OR MIT - Early versions
jQuery

= Example: GPL-2.0-with-autoconf-exception AND
GPL-3.0+ AND LGPL-2.1+ AND GPL-2.0+

= Example: (GPL-2.0+ OR MIT) AND BSD-3-Clause
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W SPDX

More Initial Effort:

SPDX for Original Source

Meta
data

RS

Source

T

= Requires some tooling since the verification code is

-

generated by checksums

—

SPDX
Document
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Tools to Support SPDX Creation

Wind River website (spdx.windriver.org)
FOSSology for analyzing licenses

( )

Maven plug-in (

Yocto — UNO built SPDX extension

Eclipse Plugin’s under development
(https://github.com/TCF-30/SPDX_Eclipse_Plugin and

)
FOSSosology (SPDX support in beta)

)

Others... - See spdx.org/tools
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https://fossologyspdx.ist.unomaha.edu/
https://github.com/goneall/spdx-maven-plugin
https://github.com/goneall/spdx-maven-plugin
https://github.com/goneall/spdx-maven-plugin
https://github.com/goneall/spdx-maven-plugin
https://github.com/goneall/spdx-maven-plugin
https://github.com/goneall/SpdxEclipsePlugin
http://www.fossology.org/projects/fossology/wiki/WhoUsesFOSSology
http://www.fossology.org/projects/fossology/wiki/WhoUsesFOSSology

Example: Maven Plug-in

- Leverages eXIStIng meta ¥ ug;;igizupId>m.m5&ag<fgrcdp1d>
data <artifactIdrgpdx-maven-plugin</arctifactIds>

<executions>
<execution>

= Additional configuration <idbui 1d-gpgx</id>

<goals>

param ete rS fOr S P DX {fgc::ixgil}creatESPD}[{fgc:al}

< /executiony

SpeCIfICS </ executions>

<configuration>

. . . <spdxDocumentNamespace>
- BUIldS relatlonShlpS http://spdx . org/documents/spdx-toolsv2 . 0-rol
</ spdaDocumentlamespacer

based On dependenCieS <defaultFileComment>test file comment

</defaulcFileComment>
<documentComment>Initial submission for the SPDH

= Can be InCIUded In a document bake-off</documentComments

<documentinnotations>

“parent POM” for a

fannotatorr>Person: Gary 0'Neall</annotat

|arger Open Source <annotationDate> 2015-07-23T18:30:22%
</fannotationDate
. <annotationType>0THER< /annotationType>
prOJeCt <annotationComment>Initial submission fo
the S5FDX 2.0 document bake-off
< /fannotationComment>
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Advantages to SPDX Documents

Can be very descriptive

= In addition to licenses, contains copyrights, relationships,
creation and origin information

Can be easily translated to human readable form
(e.g. a spreadsheet)

Some verification supported (package verification
code, checksums)

Integrates with various license compliance tools

REALLY helps the downstream consumers —
changes from identification to (maybe) verification
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Tips for Keeping it Simple:
Not all fields are required

Document Creation Information

2.1 SPDX Version. 1 per

2.2 Data License document 1 per file

2.3 SPDX Identifier in each

2.4 Document Name package

2.5 SPDX Document Namespace File Information

2.8 Creator 1 per package 4.1 File Name

2.9 Created described in 4.2 File SPDX Identifier

SEELIE 4.4 File Checksum

Package Information 4.5 Concluded License
3.1 Package Name 4.6 License Information in File
3.2 Package SPDX Ildentifier 4.8 Copyright Text

3.7 Package Download Location

3.8 Package Verification Code

3.12 Concluded License

3.13 All Licenses Information from Files.
3.14 Declared License.

3.16 Copyright Text
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Tips for Keeping it Simple

= Beware of over-complicating the relationships

= Refer to best practices:

= Refer to other example SPDX documents, such as
the results of the SPDX “bake-off” results

= Monitor the spdx tech mailing lists
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http://wiki.spdx.org/view/Technical_Team/Best_Practices
http://wiki.spdx.org/view/Technical_Team/Best_Practices

Example — SPDX Tools:

<rdf:RDF ...

<referencesFile>
<File rdf:nodelD="A2">

EPDXVersion: SPDX-2.0
CCo-1.0
DocumentMNamespace !

Datalicen=e:

DocumentName :

http: //epdx . org/docunments/ spdx—toolsv2 . 0-rcl

S5PDX tools

SPOXID: S5PFDXRef-DOCUMENT

DocumentComment :

<fileName>resources/stdlicenses/GFD bake-off</text>
<fileType rdf:resource="http://spdx.org/

<rdfs:comment></rdfs:comri===

<text>Initial submi=ssion for the 5PDX 2.0 document

MU o S oo o P — P .

<licenseComments></licen:
<licenselnfolnFile rdf:resoul
<checksum> 3

i e

sources/stdlicenses/Aladdin
sources/stdlicenses/Apache-1.0
sources/stdlicenses/Apache-1.1
sources/stdlicenses/Apache-2. 0
sources/stdlicenses/Artistic-1.0
sources/stdlicenses/Artistic-1.0-Perl
sources/stdlicenses/Artistic-1.0-cl8
sources/stdlicenses/Artistic-2.0
sources/stdlicenses/BSD-2-Clause
sources/stdlicenses/BS0-2-Clause-FreeBSD
sources/stdlicenses/BS0D-2-Clause-MetB30
sources/stdlicenses/BSD-3-Clause
sources/stdlicenses/BS0-3-Clause-Attribution
sources/stdlicenses/BSD-3-Clause-Clear
sources/stdlicenses/BSD-3-Clause-LBML
sources/stdlicenses/BSD-4-Clause
sources/stdlicenses/BS0-4-Clause-UC
sources/stdlicenses/BSD-Protection

A

B

Package Name

| SPDX Identifier

2 |SPDX Tools

OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER
OTHER

Package Version

123

C

SHA1

SHA1

SHAT

SHA1

SHAT
SHAT

SHA1:
SHA1:
SHA1:

D
Package FileName Pacl

Organization

a6c1blfedSfabe 1f4091f2 924 15f8c 86802299
02b0b1329d48fccdBbbaT2bb4ade5chbbd3
G2fd412692a0b480c4c12aaaieT0878c65ab

2 3 1cd5deB1b2aba8362c4f52bc236V13635¢
SHAT:
SHAT:

528752aa62a047acalcdcfl8ddd415812bf44
3d35d044cads14765fa36c95M138850cde TS

- e91bedaldcB16fdbOfI0673903dcb084 708
SHAT:
SHAT:
SHAT:

9ahTad1ch3bcd4331127880825cc3807hdd:
422745c62dd4505bd0e083b180122aa59f5a
Daal11felcs36cv726009chy37282e5e5ddcfa!

- e49cdadd4810cT9e2696a3d5fG6eb34d6ade
SHAT:
SHAT:

0971dc215ebbbdf2816a9961d7dEc 064 b6
101452e%fade88fd 3d28120a49a878d9eb23

- af286b1cb13070b290ddce244935: 1088540
SHAT:
SHAT:

1a8ffb24315a417c4 1ebeb084dE8cc03deads:
Jdchddbbef7 7Tf1abed285209002299242903

: 4f34abb358fbb67749021c0d0fad4d cachdb3s
- 987925513dad869c7c91 2eddaZsfcd8cbla
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Using SPDX in the Software
Supply Chalin

Importing upstream SPDX files
Validating upstream SPDX files

Scanning and generating SPDX for packages
without SPDX files

Creating output SPDX files

Will typically involve multiple packages, multiple
documents and relationships
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Advantages to using SPDX In the
Software Supply Chain

= Maintain fidelity of the licensing data

= Reduce the effort for downstream consumers

= Reduce the effort for suppliers who are using SPDX
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Package Relationships Example

Package

MQ Apache

Jetty Web
Container

javax.servlet

SPDX Doc

Apache MQ
contTlins 'T‘

|
\L Jetty Web cont'd

contains

ntainer %
|Cotae A

v |

cont’d

javax.servlet by
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Tips on keeping it simple in the
supply chain

= Reference existing SPDX documents using
external SPDX document relationships

= Choose a common “namespace” for your SPDX
documents

= Use relationships and annotations to provide any
corrections
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More Information

spdx.org

= General information

SPDX License list: spdx.org/licenses
SPDX Tools: spdx.org/tools
wiki.spdx.org

= Workgroup wiki’'s for Technical, Business, and legal
teams

= Contains information on joining the mailing lists and calls

24



BACKUPS

August, 2015

Copyright Linux Foundation 2015

25



SPDX Tools Library

Open source (Apache 2.0 licensed) Java code
providing access the SPDX Standard Libraries

Binary .jar files available:

Source code available:

= git.spdx.org — spdx-tools project

= https://github.com/spdx/tools

Bugs / enhancement ideas can be reported:

= pugs.linuxfoundation.org — project SPDX/tools
= Github issues tracking

Contributions welcome!
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http://spdx.org/spdx-tools/tools-from-the-spdx-workgroup
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More Information

= See the tech report “Accessing SPDX Licenses’:

= Join the spdx-tech mailing list

= Emalil me at gary@sourceauditor.com
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